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WEARABLE HEALTHCARE DEVICES

r" < > EHR

Advanced
software processing

Data collection and data storage
and interaction

[{ Intervention

Actionable l
and information v

clinical data

Software processing,
data analytics and visualization

Counselling and management,
User history and symptoms Clinican

https://www.researchgate.net/publication/349774075_Smart_wearable_devices_in_cardiovascular_care_where_we_are_and_howfoovardifggures?lo=1




WEARABLE HEALTHCARE DEVICES

Benefits of Wearable Technology

Enhanced Speed

. |T ALLOW MEDICAL FACILITIES TO ST
Sy \ CONNECTED TO PATIENTS

v 63BPM E
i " IT ALLOWS USERS TO GAIN BETTER

Rses6tin9Rate " VISIBILITY INTO THEIR HEALTH STATL
BPM

Today

Increase Productivity

Real-time Monitoring

|

' ENABLES BETTER ANET I
TREATMENT, IMPROVING QUALITY OF

Proactive Healthcare

Track Activity

LOWERS OPERATIONAL COSTS AND
REDUCE NUMBER OF VISITS TO HOS



WEARABLE HEALTHCARE DEVICES

CHALLENGES FACED BY WEARABLES

Availability of Medical5 I § | }

{Small Size and Wearabillity

{ Battery Life

{Data Transmission of extensive medical data

{ Data Security




WEARABLE HEALTHCARE DEVICES

CONVENTIONAL ECG SOC FLOW ( ecesoc )
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] Cardiac Myocardial
: _ _ o Arrhythmia Infarction
A Cardiovascular Disease Detection and Prediction Classifier Classifier

A Detect different types of cardiac arrhythmia
A Predict ventricular arrhythmia before its occurrence
A Detect severity stages of Myocardial Infarction

A Multi -Lead ECG data compression




WEARABLE HEALTHCARE DEVICES

ECG Samples

BPF ]
0.540Hz | 4

y

I Buffer ECG I

Porameter |(15] __|16] _ |(17] 18] |Proposed

Samples “3.5s” Technology 180nm 180nm 180nm 180nm 180nm
; and P Peaks
Calculate First and ..Izem cms,mgl Frequency 1 MHz 1 MHz NA 0.12KHz 1MHz
econd Derivative Peaks
| Detected Supply 1.8V 1.2V 1.0V 1.2V 1.98V
¥ Voltage
2 betect qrs peak ECG P-QRS-T  P-QRS-T QRS QRS P-QRS-T
Treshod Boundary Features
Detection of T|
No and P peak Power 9.47uW 32pW 0.410pW  5.97uW 7.38uW
Calculate RR
QLo Interval I'

Extracted

ECG FEATURE EXTRACTION ARCHITECTURE




WEARABLE HEALTHCARE DEVICES

----------------------------------------------------------

A 1

m ¢ |Max_en ] I B Peak Fetched
o c bt !

oL P[] e (] g2k,

p ':' I 0 RR_(i+1)/2)

Classifier Block
DNN CONTROL Weights and Bias of DNN
UNIT (W_iand B_i)

Technology

Frequency (Hz)
Supply Voltage
Power (W)
Area (mmA~2)
Model

Evaluation
Scheme

Overall
Accuracy(%)

Number of
Classes

180nm

10k-25M
1.8
13.34p
0.9250
ANN

Patient
Specific (PS)

99.39

65nm

10k
1
2.78u
0.112

Naive
Bayes

Class
Oriented
(CO)

86

40nm

1M
1
14.14m
0.135
SVM

Subject
Oriented
(SO)

88.06

40nm

10k
1.1
3.76u
0.12
WLC+SVM

Class Orient
ed
(CO)

98.2

180nm

12k
1.98
8.75u
1.32
DNN

Subject
Oriented
(SO)

91.6

CLASSIFICATION OF FIVETYPES OF CARDIAC ARRHYTHMIA




EARLY DETECTION OF VENTRICULAR ARRHYTHMIA

""""""""" ECG FEATURE AND DESCRIPTOR PROCESSING |
1
1
tD—1 Ty
1 1
: — |
i §  Parameter | [19] [ [22] | 23] | ([24] | [20] | Proposed |
' ! Approach Detection Detection Detection  Prediction Prediction Prediction
: Lieur ! Database MIT-BIH MIT-BIH MIT-BIH NSRDB,  MIT-BIH MIT-BIH
! VECTOR VFDB NSRDB
E : ‘ ECG RAM : Classifier ANN SVM Threshold Ba Decision Tre Bayes Naive DNN
=] ' T pandTwave ! sed €S
= ' ! Accuracy 99.68% 98.3% 97.02% NA 86% 91.61%
O 1 Max i
E X - ' Sensitivity NA NA 94.64% 95% NA 91.94%
g i || Min : Specificity NA NA 99.41% 90% NA 91.42%
i i
o : !
= : ! Platform ASIC ASIC ASIC Software ASIC ASIC
{ e oo oo e s s = s e e e o E o S E o am e SRR AR R SR M R AN G SR AE AR NE SR M MR SR N SR AE SR AN SR M AR M M A M A e em o l
=
DNN MAIN FSM Technology 180nm 40nm 180nm NA 65nm 180nm
Node
Voltage (V) 1.8 1.1 1.8 NA 1V 1.98V
\ MUX /
- Frequency (Hz) 25M 10k 1k NA 10k 12.5kHz
= B it — | — Area (mm~2) 0.9246 0.12 NA NA 0.112 1.8
o Proposed /T [o| e = 5 b— Arrhythmia
. YY) (et | | = 3 g E
= g i o E I Power (W) 13.34p 3.76p 5.04u NA 2.78u 4.69u
- XN 3 | % || & *
- - — |3 []|& |
- L - Normal




CLASSIFICATION OF STAGES OF MYOCARDIAL INFARCTION

P i
/ ' ECG Feature Delineation
| Ba?::_ms Differentiator | —yq-
) 20z R e Ydd=3
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: J T Wave Delineation =T o
P Wave Delineation
Max o P
C M wave
Mil‘l omp -_,Peaks Boundaries

Decision
Lngic

[

Non-MI  CMI AMI EM! Normal

(W Parameter | _[25] | [26] | [27] | [28] | _[29] | Proposed

. Platform Software
|
;' Database PTB,
PTB-XL
Classes 2
Sensitivity(%)  91.59
Specificity(%) 85.89
Voltage (V) NA
Frequency  250-1000
(Hz)

Area (mm~”2) NA

Power (W) NA

Software Software Software

PTB

99.97

99.54

NA

250

NA

NA

PTB

85.33

84.09

NA

250

NA

NA

STAFF I

83.3

91.7

NA

1000

NA

NA

ASIC

Long Term ST

96.43

96.88

1.8

250

0.137

0.274u

ASIC

PTB,
STAFF 11,
PTB-XL
5
EMI=84.42
AMI|=85.6
CMI=80.2
Non-MI[=88.22
Normal=92.46
EMI=97.3
AMI=96.7
CMI=97
Non-MI=95
Normal=96.3
1.98

1.38

5.12u




ECG DATA COMPRESSION

Internet
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Network Expert SYSTEM
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ECG DATA COMPRESSION

* Design Metrics:

Sample Preprocessing Encoding & Packing
e e = . * Area: 0.0831 mmA~2
CLK 1 x[n] 1
— : ! * Voltage: 1.98V
R
il c : : * Frequency: 36kHz
s ' Modified 1 .
| Inter- | g O, Adaptive : * Power:2.102uW
. 1 |leaving t Linear | » Compression Ratio=3.857
—..J' Block n : Predictor :ngﬁ : p = Do
V1 | t |, |1ﬁl 1
—_l [ I Output
vs L S ! | parameter | 3] | 3] | [3] |  Proposed
I - 1
3

S e ‘*-..hi_\ ____________ ] Signals ECG ECG ECG ECG
e I N #Leads 4 1 2 4
_,.-"— ﬁ“n“ Function Compression Compression Compression Compression Decompression
_,,;"' el Type Lossless Lossless Lossless Lossless

o T Database PTB-DB MIT-BIH PTB-DB PTB-DB

! x?n] : Technology(nm) 180 20 180 180

i . I CR 4.067 2.91 3.86

1 x[n] Gamas -,;_-_{ ---------- a I

: ~ —(>>1) D : I Voltage(V) 1 1.2 1.8 1.8

' I Order | X[nl.1 7 E — 1 |

! Predictor : P C Al : Frequency(Hz) 1k 100M 16M 36k

1 [n'l 1 [l t .'f D ] |

; ! ! D|' ! Area(mmA”2) 16.4 0.0051 - 0.0813 0.0801
1 S 1 !

1 } r‘:;‘;\ | E|, !

1 -2 I

. x[n-2] : S~ 1 - o R : . Gate Count 475.9k 0.4k 9.5k 2442 2412

| |

i : Pt ] N B _:- [ Power 69.18 18.78 12.7 2.102 1.913

1 | | I I q

| ) | f B L, | Consumption(uW)

! ] x/[\] 2 : f’“‘\\?, L.. - g : |

! I, n. 1 (0] 1 I

: Order 1 c K| :
i ]

: X[n]_3 | | ] :
1 ]

I ! ' l



AN SNN INSPIRED AREA AND POWER EFFICIENT VLSI ARCHITECTURE OF
MYOCARDIAL INFARCTION CLASSIFIER FOR WEARABLE DEVICES

LeaAd 1

Leqd 2

Extracted D\!VT Coefficients

Lee}d 8

Input Hidden Layers Output
Layer Layer
© " Linear - PPN :
O . Neuron . % : LIF Neuron :

...........
uuuuuuuuuuu

Proposed Architecture




AN SNN INSPIRED AREA AND POWER EFFICIENT VLSI ARCHITECTURE OF
MYOCARDIAL INFARCTION CLASSIFIER FOR WEARABLE DEVICES

ECG—>
CLK—> Main Controller
Reset—»
\J 1 i / \ Y / / Y
[__i_ — [ _ ™ X i () 0
Activation > ] ES [ plkeu- ,() » REG B
Function - a £33 > ) ®
5 ReL) Eea) | [T :€ nil | Rec] e 9
£ : : : »(—{REC >N 8
i o : : : y @
: : ] :
g g | [ (1] ool 1| &—; JEl ]
& ol ||x ‘ AR é H x 1 3 x 8|:| : g
3 5| ||= ol [:[IB ~ o E b <~ | o = sl|:]| ¢ |3 ;
£ . S TR v [B : OEN |,
g i 2] | g § g al:| |
= — 3 : : - : : : :
—‘® : : XN 1 5 :
: . | A + : : o
1 MUX = 2\ o
{ [ weight r* R 7 ’ \ | [ weight { — T P—FES 3
o A A [ Membrane Potential WYX (_ienuajod aueiquaw | 1
2 — | A W + | L NN - +— | | & LY ~[REG) ~g B
8 ( Layer FSM ) ( Layer FSM J [ Layer FSM ) ( Layer FSM J 1 "‘_ NG

Proposed Architecture




AN SNN INSPIRED AREA AND POWER EFFICIENT VLSI ARCHITECTURE OF
MYOCARDIAL INFARCTION CLASSIFIER FOR WEARABLE DEVICES

Parameter
Multi
Features Usec lead
raw
ECG
Classifier GRU
ECG Sample
Window 1HB
Leads 8 leads

No. of Classes 5+HC

Implementatior

Platform SOINEE
Sensitivity ~ 99.80*
Specificity  99.96*
Accuracy 99.84
Fi1-Score NA

Technology
Node NA
VDD NA
Operating NA
Frequency

Area(mn?) NA
Power (UW) NA

Multilead
FourierBessel
Seriesexpansion
based empirical
wavelet transform

CNN

1HB
12 leads

6+HC

Software

NA
NA
990.84
99.7

NA
NA
NA

NA
NA

Raw ECG

Stacked Sparsi
Autoencoder
and
TreeBagger

1 HB
Lead I

11+HC

Software

99.95

99.87

08.88
NA

NA
NA
NA

NA
NA

22 features

extracted using

variational mode
decomposition coherence
indices

(VMD)

KNN

3and 11 HB
Lead 7

11

Software

99.76

99.96

99.75
NA

NA
NA
NA

NA
NA

Spectral

and

SVM

650

Samples
12 leads

6

Software

97.9
98.78
98.85

NA

NA

NA

NA

NA
NA

T wave

amplitude,
Phase Q wave amplitud¢e Raw ECG

and

ST deviation

KNN

1HB
12 leads

10+HC

Software

98.67*
98.71*
98.8
NA

NA
NA
NA

NA
NA

Multi-leac
raw ECG

CNN CNN
651 651
Samples Samples
Lead Il 12 leads
1+HC 10+HC

Software Software

95.49 NA

94.19 NA

95.22 99.78
NA NA
NA NA
NA NA
NA NA
NA NA
NA NA

Timedomain

Features

extractedfrom
DWT of ECG

CNN

5 sec

12 leads

6+HC

Software

98.14
99.4
98.22
NA

NA

NA

NA

NA
NA

Raw ECG

CNN+RNN

512 Samples

Lead |

1+HC+Noisy+
Other

Software

92.4
97.7
97.2
94.6

NA
NA
NA

NA
NA

Multivariate
variational mode
decomposition
of VCG

CNN

651 Samples
3 VCG leads

6+HC

Software

NA
NA
99.86
NA

NA
NA
NA

NA
NA

DWT

SNN

650 Sample!
8 leads

11+HC

ASIC

99.49
99.94
99.9
99.31

180 nm
1.98V
250KHz

1.69
268.9




POST QUANTUM CRYPTOGRAPHY COPROCESSOR

o p ] SH§M - z
Q ———] ' o)
5© f—— Key [Matrixm1] Decryption |+, &
Qe ' : Unit ' o
£ 5 | ——={Generation f(A) Ciphertexts ¢ &
E N—— » Encryption )
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o + 583
a Homomorphic . 323
o Addion |— 4 752
2 Unit R
' [e]
. o2
Homomorphic . -g_ = g
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Tensor (W) =™ Unit » @3
-~ 0 =
_______________________________________________________ =21
Encryption Module
m —» |Control Unit - ALU
' 32-bit Multiplier
: \
{M1,F}—>» { l —»C
1 |
Matrix »| Modular
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Basic block diagram of our LWHE
(Jointlywith Prof. Srinivasan

_ Decryption Module
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| | Control Unit
i ALU
sk 32-bit Multiplier,
(s+5 MlT’ Matrix Single precision
_ | Multiplier Floating Point
c : P Divider
i y + +
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i | Function & Rounding Off

~
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POST QUANTUM CRYPTOGRAPHY COPROCESSOR

I IC

[%J 2 A=> 4 . tc"lpvc’:[r)] f

= m: | P . :
e .‘;Iifl-lefl Bﬁll : L 2 J Bl f& temp,,[d=1] m— "
[

""" iy Matrix . -
L = T Mulipho Hardware Architecture of LWE FHE Encryphilaaule

-- rr . . |
:__.HP )i I l‘ +— temp,,.[n=1] = tempciph: B

-~

LUT
=== Modulsr
i PR R
Control Unit (Master) A:F[i;0]...F[i; d-1]
B:F[i;d]...F[i;n-1] [ =
BRAM Cli; 0]}
...... it
el =
:;S-H;S-l‘:i = S HSM [1‘]_’
temnp,y, [k |m—
0<k<n
=C‘iphu : —ﬂm temp L
- - “MPm Modular Function
rM I:f, Matrix-Vector T
- - poSo- | . . .
Hardware Architecture of LWE FHE Decryphtodule teaad? || [Multiplication Tl
- .
i P :_"' Control Unit Rounding off
r- ==
BRAM 1’m :
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POST QUANTUM CRYPTOGRAPHY COPROCESSOR

addra transmit, wena transmit

= r_dataa_transmit
Memory f addrb LOR. wrenb LOR. wdatab LOR LQR i
Conts et 5 addra, wrena LQR Transmit
‘ontroller |- rd_dataa LQR
i LQ ready LQR ready 1
— addrb LQ. wrenb LQ, wdatab LQ ) | -
A = l
" 1'b0 LQ Compute LO 1'b0 LQR Compute LOR
olQ 8 — Store
- | = < Store
é 2 L& P_TIx A A A A
| / I
l}&o;L 0/ \Qccumulator/
N\
Y
Q ready— C32_LOR
B 32 bkt
32-bk TR TR TSR
C31 R

Lightweight LWE based FHE Decryption Module




POST QUANTUM CRYPTOGRAPHY COPROCESSOR

Clock

Work Scheme Platform Operation | LUT/REG/DSP/BRAM | Utilization (MH4) cC Delay | (Mbps)*
Encryption 7622/7058/3/13.5 344 6.88us 5814
Zedboard Decryption 6940/7865/3/12.5 143 X 50 809 | 16.18us | 2472
Proposed RLWE PHE Recryption 938/365/-/- 142 2.84us 14.084
Variant 1 Encryption 7821/7159/3/14 330 1.65us | 24.242
Virtex-7 Decryption 7114/8085/3/15 147 X 200 876 4.38us 9.132
Recryption 980/396/- /- 144 0.72us | 55.556
Encryption 5489/5281/3/5 72 144us | 177.778
" i Zedboard Decryption 4621/5514/-/7 X 50 48 0.96us | 266.667
Proposed L'i'x‘ée'g"‘ Recryption 375/190/-/2 11 | 022us | 1163636
Variant 2 PHE Encryption 5519/5298/3/6 70 0.35us | 731.429
Virtex-7 Decryption 4762/5510/-/8 =X 200 45 0.225us | 1137.778
Recryption 379/192/-/3 10 0.055us | 4654.545
BGV RLWE Virtex-7 En/Decryption - N 74 | 1454us| 23769
[24) Non-pipelined UltraScale Recryption 0.85us | 4065.88
BGV RLWE Virtex-7 En/Decryption | 527493/133813/165/23.5 5271 X 150 N 0.84us | 505.26
pipelined UltraScale Recryption 381068,/89849/120/16 ’ 0.85us | 4065.88
[25] FV RLWE Virtex-6 Recryption 72613/63086,250,/84 6.33 X 100 ~ 50ms 804.78
Encryption 12M | 18.1ms
[26] GH FHE TSMC 90-nm | Decryption ~ ~ 666 | 10.7M | 16.1ms ~
Recryption 2000M 3.1s
Encryption 1.4us 2.72
Iterative FV Virtex-7 Decryption 77K/~ /952/325.5 364 X 200 ~ 1.24us 3.08
7] Recryption 0.964s 3.97
Encryption 1.8us 2.12
Four-Step FV Virtex-7 Decryption 67K/~ /599/129 315 X 200 ~ 18us 2.12
Recryption 14pus 273
[28 GH-FHE Virtex-7 En/Decryption | 153771/68467,/672/~ 10.37 X ~ ~ 1ims ~
"~""and "= denote "Data not specified’ and "Resource not utilized”, respectively; '+ (Degree of Polynomial x No. of bits) / Speed, where

“Speed” is the time taken to produce an output after input is loaded in FPGA memory for computations.

Comparison With Lattice FHE Hardware Accelerators




POST QUANTUM CRYPTOGRAPHY COPROCESSOR

Feoeet PL side PS side Software

< .
O |i i E | || AXI-Lite | :
& |i[Encryption} = Bl | User side E
& Variant | Variant Q>0 Intenal el | un Soft =
5 e s T GPIO |9 i O gindare Lo
=) : =i s = Debu vy B¢
T i VI Sl Y O 5 ) o
> ; ¢ Y S lo y User & £
2 Recryption | } %"’5 Zynq ARM “B‘;’f ) Inputs E S
< g E R Processing| O | B >| Linux A =3
= Variar}ﬁariant *__ S ‘; System — g = 1/0 = uc)
= |t E | & ; 3 "”—E = QS w €3
o : ! y 1 a v O c
3 E | g Custom : $ s E3

A ] = ! H Q
QE, Decryptiont; Commucation A Connect A
@ : T Control 1 via |etpT 2
% Varian¥ariant H Done Ethernet c =
= 1 2 b 3]
= ] | H/W Debug y =

4 T Linux Kernel w

Hardware Accelerator and SoC Integration

Scheme Avg. Hardware Timings Speed-up
(Software Op. Software | ZedBoard | Virtex-7 | ZedBoard | Virtex-7
used) Timings | (50MHz) | (200MHz) | (50MHz) | (200MHz)
RLWE Encrypt | 563.62 s | 6.88 us 1.65 yus 81.92 x 341.59 x
(SageMath) Decrypt | 882.16 pus | 16.18 us 4.38 yus 54.52 x 204.41 x
Recrypt | 149.18 s | 2.84 us 0.72 us R2B3 ¢ 207:19 ¢
Lightweight | Encrypt | 535.00 s | 1.44 us 0.35 us 371.53 x | 1528.57 x
LWE Decrypt | 148.40 s | 0.96 pus 0.225 s | 154.58 x | 659.56 x
(MATLAB) | Recrypt | 61.30 yus 0.22 us 0.055 pus | 278.63 x | 1114.55 x




POST QUANTUM CRYPTOGRAPHY COPROCESSOR

K = (659,69 ¢ 0
r {)éo). 0(30). my, ma, ms, I,
h.l.h.b. .l k,
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L 100
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Biomedical data security Secure Smasgrid Hierarchical Architecture
IndianPatent Filed




SECURE Al SOC INDIRIW®&RA©OTOP LEVEL ARCHITECT'JRE

To SPI Flash

To Min 8 GPIOs To SPI Devices

Memory
[ GPIO ] SPI master > SPI Flash
A A
s T 1 | 1
To UART Serial ]1.. l >[ Al-CoProc PQC-CoProc ]
Ll -
B
Timer ]: = ¥ v I
».
> R O CC (for RV32) ]
Vectored
Interrupt wdal i I
Controller
AMEA Image Signal Proc. [
- *\I —>| (APB-AHB) 1
- Bridge I (~ R
<P <
RV32 |
U —P>
1024 KB
N— _/ o »| (sram)
I v <—I
=
[ 32KB l M - y
U
L1-Cache < { Power Management Unit (PMU) ]
APB AHB Power Connection



SECURE Al SOC IMPLEMENTATION PLAN

Designing our own R\V32 and using ROCC for integrating Al/ML
co-processor as shown in top level architecture.

ApprOaCh 1 A Processor in development stage.

A Development time is more as we have to design, integrate, test and
verify.

Using AJIT/SHAKTI/VEGA Processor and integrate Al/ML
Processor using memory map method.

ApprOaCh 2 A Verified indigenous processor cores will be used.
A Development time is less that approachl as we only need to integrate

and verify.

Using ARM Cortex-M33 IP for integrating Al/ML co -processor.
A Integrating AlI/ML processor and testing will take time.

A Development time will be less as all verification flow and Backend
flow is provided by ARM




RV-32 APPROACH

To SPI Flash
To Min 8 GPIOs To SPI Devices Memory
GPIO SPI master |g »| SPIFlash
M ; .
To UART Serial F. :' Al-CoProc |<__.| PQC-CoProc ]
v v v ;
_ A A
Timer > ) 4 Y v
< > R O CC (for RV32)
Vectored 'y
Interrupt hig $
Controller AMBA - B
7'y Image Signal Proc. [T
v »| (APB-AHB) 7'y A
\ v v
Bridge (" h
B
RV32 | ™
U »l
1024 KB
;‘ ‘_/ < —»| (SRAM)
A
v M
32KB M |e i ; )
, U (
Ei:Cache < Power Management Unit (PMU) ]
APB AHB Power Connection

Secure Al SoC Block Diagram



RV-32 TOP LEVEL ARCHITECTURE

PC
Counter Incrementer

€= ALU

Register

!

Register

File
Inst.
Decoder

FPU Data Buffer |—b

Y [

Control Unit

y W l

Block Diagram of the designed RISEV



AND COMMUNICATION THROUGH PC

AJIT PROCESSOR INTEGRATION WITH COPROCESSOR MODUL

Accelerator top

AFB request

= - -————

AFB response
13-bit format -

—_—

Configuration registers

Accelerator Functional Unit

E

ACB request

—>

110-bit format

ACB response

p=—

10-bit format

Main Memory

; 13-bit format:>>
AJ[T-Processor
Cc:ntrol Logic| ____

ACB: AIT CORE BUS

Architecture for accelerator integration with




AJIT PROCESSOR FPGA IMPLEMENTATION AND
COMMUNICATION THROUGH PC

Configured constraints fayngzc706 board
Minicom setup for output monitoring

Acthities B Terminal nugs stopm {1 ¢ Activities ] Terminal
A Titgilbg-Precision-3650: ~fst-toolchaindockerfsjt_build dev =

iikq@iitgPrecision-3650: -fajit-toolchain/dacker/ajit_build dev regiSte r [6] = 0x10

memory dump ©.

Errur: pipeHandler:read from pipe: job used unregistered pipe COMMAND TO DEBUG SERVER 6 8, will register it as a FIF0 with depth 1. g;:; g;;i gig;’r g;:g gigg gi‘:g gigg

ajit[6:8]> r mode OxeT Oxee Oxed Oxec Oxfa Oxfb Oxf8

r mode returns 8x8 Oxc5 Oxc4 Oxc7 Oxc6 OxdO Oxdl Oxd2
2jit[8:8]> s run.s Oxdf Oxde Oxdd Oxdc Oxca Oxcb BOxc8

TEII?-SCflpt run.sh ‘ OxT5 Oxf4 OxFf7 Oxf6 Oxe® Oxel Oxe2

BJH[B:BP S run.script Oxcf Oxce Oxcd Oxcc Oxda Oxdb Oxd8

Executing command r mode Oxe5 0Oxed4 Oxe7 O0xeb OxfO Oxfl Oxf2

Oxbf Oxbe 0Oxbd Oxbc 0Oxaa Oxab 0Oxa8

. Ox95 O0x94 0Ox97 O0x96 Ox80 O0x81 0Ox382

Executing command w rst 1 Oxaf Oxae Oxad Oxac Oxba Oxbb Oxbs8

Ox85 Ox84 0Ox87 O0x86 0Ox90 0x91 O0x92

W rst returns Bxdfdb : : O0x9f O0x9%9e 0x9d 0x9c Ox8a Ox8b 0Ox88

Executing command m cortos build/main.mmap Oxb5 0Oxb4 Oxb7 Oxb6 0xa® Oxal Oxa2

P Ox8Tf Ox8e 0Ox8d Ox8c 0Ox%a O0x%9%b 0O0x98

Info: initialized 1024 words.. Oxa5 Oxad4 Oxa7 Oxa6 OxbO® Oxbl Oxb2

Info: initialized 2048 words.. memory dump 1.

Info: initialized 3672 words.. Ox0 Ox1 Ox2 Ox3 Ox4 Ox5 Ox6 Ox7

Info: initialized 4896 words.. Ox8 O0x9 Oxa Oxb Oxc Oxd Oxe OxT

Iﬂfﬂf %n%t%al}zed 5128 words.. 0x10 0x11 0x12 0x13 0x14 O0x15 Ox16 O0x17
Imymnmpwﬂﬁmmh 0x18 O0x19 Oxla Bxlb Oxlc Ox1ld Oxle Ox1f
Info: initialized 7168 words.. Ox20 Ox21 Ox22 Ox23 Ox24 Ox25 Ox26 Ox27
Info: initialized 8192 words.. Ox28 Ox29 Ox2a Ox2b Ox2c Ox2d Ox2e Ox2T
Info: initialized 9216 words.. Ox30 O0x31 0Ox32 0x33 0Ox34 0x35 Ox36 O0x37
_ ST ) . . Ox38 0Ox39 0O0x3a O0x3b Ox3c Ox3d Ox3e Ox3f
Finished 1n111§1121ng memory from file cortos build/main.mmap. Ox40 0x41 O0x42 0x43 Ox44 O0x45 Ox46 0x47
Last address written = e38f. 0x48 Ox49 Ox4a Ox4b Ox4c Ox4d Ox4e Ox4F
mnap returns 8xd 0x50 Ox51 0x52 Ox53 0x54 BOx55 0x56 Ox57
Executing conmand w rst @ Ox58 0Ox59 Ox5a Ox5b Ox5c Ox5d Ox5e Ox5F
Ox60 Ox61 Ox62 O0x63 Ox64 Ox65 Ox66 Ox67
\EFST returns Bxdfdb Ox68 Ox69 Ox6a Ox6b Ox6c Ox6d Ox6e OX6T
Xecuting conmand Ox70 Ox71 Ox72 Ox73 Ox74 Ox75 Ox76 Ox77
Ox78 Ox79 0Ox7a O0x7b Ox7c Ox7d Ox7e Ox7T
Done: interrupt_counter=2.

r mode returns 0x0

Error: empty command line
2jit[0:0]> ||

voédmoeaomBEL " B il o © @ = @ B @B @ =||- o

Znyqg-zc706 FPGA board set up for AJIT IP ajit_debug_monitor window - AJIT IP Minicom output for accelerator
implementation program in AJIT IP




ARM CORTEX-M33 APPROACH

M-AHB
interface

Coprocessor

Processor

v

" "Micro Trace

.
]
LF_F'_C_D_El ________ | _Buffer (MTB) _{e—

interface

IRCQ and
power control =
interface

| Cross Trigger leg—g
! Interface (CTI) e

l——p

A 4

| 1
Embedded Trace :-d—l
! Macrocell (ETM) |

v

External IDAU g
interface I
Bus Matrix
Debugger F Y A A
b-AHB
interface T ;
| Processor !
' ROM table |
[l
v Y v
C-AHB S-AHB
Configurable interface  interface External PPB
—— I ]
| | Optional
| I

Block Diagram of ARM Cortex-M33

MTB SRAM
interface

Cross
Trigger
Interface

ATB
Instruction

ATB
Instrumentation

Need to configure the implementation using
support of the Arm Custom Instructions (AClIs

The architecture extension defines instruction
classes that depend on the number of source
destination registers. For each class, an
accumulation variant exists.

ACX1, CX2, CX3 : These three classes operate on the general
purpose register file, including the condition code flags APSR_

AVCX1, VCX2, VCX3 : These three classes operate on the floati
point register file only




IP HHERARCHY & TOOLS REQUIREMENT

iitg@iitg-amolb:

Cortex M33 AT623 and Cortex M33 with FPU AT624 Product Err
Cortex M33 AT623 and Cortex M33 with FPU AT624 Software De
Cortex-M33 r1p0-00rel® ReleaseNote.pdf

— arm_cortex m33 iim 100323 0100 83 en.pdf
— arm_cortex m33 trm_ 100236 0100 83 en.pdf

— arm_cortex m33 ugrm 100234 9160 01 en.pdf

— Cortex-M33_Cadence_iRM_User_Guide.pdf
— Cortex-M33_Synopsys_iRM_User_Guide.pdf

FoundationFlow -=>
Readme

L— README. txt

— Makefile

— Makefile

T

[TTalslelelslalelelelalelelelalslelTT]

I: L — TEAL_DSM.sh

L TEAL_DSM.sh

Tool name
Mentor Questasim
Synopsys VCS
Cadence IUS

Perl 5.12.3 (only required for the Execution testben

Arm Compiler 6.7.21 (only required for the Execution testben

GNU Tools for Arm 6.3.1 (release-2017q1l) (only required for the
Embedded Processors Execution testbench)

Cadence Genus
Cadencdnnovus
Cadence Conformal
Cadence QRC extractio
Cadence Tempus STA
Cadence Encounter Tes

Synopsys Design compi

Synopsys Formality
Synopsys IC Compiler
SynopsysStarRC
Synopsys Primetime
SynopsysTetramax
GeC
Verilator
Python



ARM-CORTEX M33 VERIFICATION

PROGRESS

Coprocessor , . _
interface MTB interface Debugger  Cross-Trigger interface
4 4 I F
TEALMCU +
Debug Access Port
(TealDAP)

\d Y l Y

Interrupts ——;»TE'H‘L
Peripherals 4EPPB—
C-AHB ¥
SAHB <
A A A | |
System ROM Instruction Instrumentation
table [ “3*09 "3*09
p| Trace Port Interface
SBIST Unit (TEALTPIU)
controller [
 J Y Y
Clocks Resets Implementation EPPB Trace port
Deimgd Attribution interface
Unitinterface

TEALMCU Block Diagram

T
Diriver

sench
executon_ib_mou
executon_th ays
e PBE bus EPFB Taat
4 M-AHB MTE SRAM
TEALMCU 4 JTAG or SW
< WIC Interface PMU
[ ]

4 Inerrupts and Mo

C=AHB S-AHB

AHB
[ AHE I asooanags)
b
¥ L
Sagure Mon-secure | | Sacwre | | Mon-secure
ROM RAM RAM RAM
Powarug resat Runaway
Clodk: Genarelor generator simulation tmer

ARM Testbench architecture




TEST PLAN

TEST
TI\IT‘CS)T CATEGORIE Ti?l'\%ng COMMENT
' NAME
The processor reads the CPUID register and writes to the GPIO registers to print a simple message. This must bé tine
1 hello_world |Pass : . o ) : :
- You can run this test without compiling it, as both the source code and binary executable versions are supplied.
: This test verifies that the processor configuration matches the expected configuration values EXECI® Config.Hfile.
2 config_check|Pass :
This must be the second test run.
3 conrocessor Test Ski There is not connected any coprocessor, This test demonstrates the operation of the example coprocessor.
P P~ INote: This test is run only if CPIF is 1 and CDEMAPPEDONCPO is 0. Otherwise, it is skipped.
This test is an example to help understand how the CDE module works. It illustrates the internal functionality of the @&
4 example_cdePass ) . :
example delivered in the execution testbench.
This test is an example to help understand how the FPCDE module works. It illustrates the internal functionality of the
5 |example_fpcd(Pass module example delivered in the execution testbench. You cannot use this example test as it is for your customized m

however you can create your own test based on this example test.

This test is an example to help understand how the FPCDE module works. It illustrates the internal functionality of the

© SNBE @S [l FRes module example delivered in the execution testbench.
| This test is an example that puts constraints on the FPCDE module interface to stress it. You cannot use this exainjsle
7 |check fpcde iPass : .
for your customized module, however you can create your own test based on this example Test.
8 debug Pass The test checks the pins LOCKUP, EDBGRQ, HALTED, DBGRESTART, and DBGRESTARTED.
This test runs the Dhrystone benchmarking program. The default number of iterations is five. You can change the num
9 dhrystone |Pass

iterations by editing the ITERATIONS value in thkakefile. You can run this test without compiling it.



TEST PLAN (CONTD.)

TEST
TIECS)T CATEGORIE Ti?;%‘g E COMMENT
' NAME
10 eppb  |Pass This test demonstrates access to the small memory on the EPPB bus.
This test exercises the sleep modes of the processor, and the SLEEPING and SLEEPDEEP signals. T
11 sleep |Pass ) : )
an interrupt to wake the processor, and if the processor includes debug,
This test is used to measure maximum power with the flog@ingt unit. You can run this test without compil
it, as both the source code and binary executable versions are supplied. To usedh®pee binary
12 | saxpy_scalaPass : 2 ) :
executable, copy it from th@e compileddirectory to the tests directory before use. Thegmm@piled code
: This test measures minimum power when the processor is awaiting an interrupt. You can run this test
13 WA Pass e : : :
compiling it, as both the source code and binary executable versions are supplied.
This tests the power consumption of the processor at sustained maximum power running integer opera
14 |Maxpwr_cpuPass directory before use. The poempiled code measures power in the default configuration with the MPU, S
- and DWT enabled. If any other configuration of the MPU, SAU, DWT, ETM and MTB is present in your
15 etm_trace pending
16 exclusive |pending
17 idau pending
18 interrupt  pending
19 itm trace pending
20 mtb trace pending
21 non_secure [pending
22 reset pending
23 romtable |pending




ARM CORTEX-M33 IMPLEMENTATION PROGRESS

Currently working on Physical verification and will start timing signoff after receiving foundry specific
grcTechfile.

Screenshots included in next slid



File Edit Tools Syntax Buffers Window Help

=g B>« @B %@
1
2 Verification Report
W CcccccccccoccoccccocccocccccocooccccccocccoCCCCooccoocccoocCcococococccccccococoooooooo
4 Category Count
l cccccccccccccccccccccoccccccccocccccccccSSSSScScccccccCooc—cccccc-cccccccc-oc=c=cco
6 1. Non-standard modeling options used: B
7 Tri-stated output: checked
8 Revised X signals set to E: yes
9 Floating signals tied to Z: yes
10 Command "add clock" for clock-gating: not used
T e e
12 2. Incomplete verification: 1
13 ALl primary outputs are mapped: yes
14 Not-mapped DFF/DLAT is detected: no
15 All mapped points are added as compare points: yes
16 All compared points are compared: yes
17 User added black box: no
18 Black box mapped with different module name: no
19 Empty module is not black boxed: no
20 Command "add ignore outputs" used: yes *
21 Always false constraints detected: no
B
23 3. User modification to design: 0
24 Change gate type: no
25 Change wire: no
26 Primary input added by user: no
i
28 4. Conformal Constraint Designer clock domain crossing checks recommended: 1
29 Multiple clocks in the design: yes *
e i e
31 5. Design ambiguity: B
32 Duplicate module definition: no
33 Black box due to undefined cells: no
34 Golden design has abnormal ratio of unreachable gates: no
35 Ratio of golden unreachable gates: 1%
36 Revised design has abnormal ratio of unreachable gates: no
37 Ratio of revised unreachable gates: 1%
2li sessscscscssscssscscssssscsscsssccsscscscssscscscsSscscscscscscscsssoscsssososes
39 6. Compare Results: PASS
40 Number of EQ compare points: 9081
41 Number of NON-EQ compare points: 2}
42 Number of Aborted compare points: B
43 Number of Uncompared compare points : B
s

LEC mapped2synth report

Power domain View Routing Complete view

C X-dimension= 1124200 um and Y-dimension = 1124200 um
C Total place area is 255249.238 sqg. um with 75.95%pre -place
utilization /density



AlI/ML CO -PROCESSOR IMPLEMENTATION PLAN

ldentify commonly used operations for Al/ML
computations i.e. convolution, vector dot product,
matrix addition. (All 32bit FP operations)

Convolution operation :

Designing for 640x480 matrix which contains32
pixel information (RGB) having filter/Kernel Matrix
of 1x1, 3x3, 5x5, 7X7.

This is done in 8 layers with different filter matrix
containing 8 special feature for at least 3 stages.

Buffer Function can be any commonly used in CNN
ReLU (Exponential Linear Unit) activation
function
Sigmoid
Tanh
ELU (Exponential Linear Unit) activation function

Input

Matrix

3x3
Filter |

Ix3
Filter 2

3x3
Filter 3 |—

33
Filter 4 }—1

33
Filter

(n-1)

33
Filter n

Convlayerl

3x3
Filter |

Ix3
b Filter 2

Ix3
——# Filter 3

Functions | — 3x3

‘*t Filter 4

Ix3
Filter

(n-1)

I3
Filter n

Convlayer2

Buffer
Functions

33
Filter |

3x3
Filter 2

3x3
Filter 3

3x3
Filter 4

3x3
Filter

(n-1)

3x3
Filter n

ConvlLayer m

Convolution Engine Approach




CONVOLUTION ENGINE DESIGN

Designing for 640x480 matrix which contains-Bi2 pixel convoluion R
information (RGBA) having filter/Kernel Matrix of 1x1,
The Approach 3x3, 5x5, 7x7. * +
AThis will be done in 8 different filter matrix containing 8 — |
special feature for at least 3 stages.

. The R,G,B channel data store in memorRBM) as a R
channel mem,&hannel mem,&hannel mem. convolution_G
concurrently to the Convolutions get output as
result_ R,result_G and result_B.

AFinal convolution output is summation r@fsult_R,result_G
and result_B.

AWe verified the code functionality(output values) with
python code.

Final_Conv_Result
* + + —

=

convolution B

S= e 6360 6810 7260 BNA—
4 5 6 9 10 : : : Addra—s,  B-channel

4 5 6 Dataj?n—. Mmoo % +
7 8 9 14 15 8610 9060 951.0 Addrb i comy

7 8 9 ' I
16 17 18 19 20
21 22 23 24 25 3X3 Filter Result Conrle

5X5 Matrix
Convolution Operation Convolution Operation Block Diagram



CONVOLUTION RESULT WITH(R,G,B)

3,072, 024,833 ns

3,072,200.000 ns 3,072,400.000 ns 3,072,600.000 ns 3,072,800,000 ns 3,073,000, 000 ns 3,073,200, 000 ns
v & TOP
B el
¥ reset |
g wea
> Waddra_i[31:.0]
» Mdata_in R[31:0] XXX

» Mdata_in_G[31:0] XXX

> M data in B[31:0] HOOO0O0 X000
R ‘ ,

> Mout R(31:0] 0.0

> Mout G[31:0] 0.0

> Mout B[31:0] 0.0

> M out RGB[31:0] £.31088724176809e-30

> Wadd out[31:0] 0f000000 ofe00000
> M add out1[31:0] 0f000000 0000000

48.776471 39.725490 36.960785 35.443138 34.078432 34.403922 34.313726 41 604118 40.686275 37.866667 36.258824 34.768628 34.952942 34.682353 | 42.125498 40.937255 38.093922 36.305883 34.745098 34.874510 34.556863 :
21.866667 27.403922 28.576471 30.007843 28.792157 24.592157 20.670588 1 g 952942 28.588236 29.921569 31.474510 30.435294 26.388236 22.678432 | 28,549020 28.576471 29.870589 31.023530 29.815686 25.949020 22.600001 ;
12.827451 13.043138 12.372550 12.270589 13.290197 16.070589 15.101561 | 14 599197 14.949020 14.505883 14.713726 15.984314 18.996079 22.215687 ] 16.325491 16.674510 16.058824 15.984314 17.019608 19.960785 23.133334 |
14.917647 16.458824 17.552942 17.086275 18.054902 21.156863 22.560785 | 17 537255 19.113726 20.247059 19.788236 20.529412 23.376471 24.545099 ] 18.309804 19.552942 20.376471 19.678432 20.478432 23.454902 24,745099 ;
29.854902 30.247059 30.592157 30.894118 31.266667 31.396079 32.643138 | 31.733333 32.109804 32.419608 32.658824 32.941177 32.882353 33.929412 ] 31.588236 31.760785 32.031373 32.313726 32.854902 33.011765 33.933334 :
33411765 34.019608 34.588236 34.207844 32.729412 31.623530 31.423530 | 34.172549 34.811765 35.366628 35.000000 33.505883 32.364706 32.109804 ] 33.247059 33.862746 34.411765 33.949020 32.384314 31.188236 30.933334
36.294118 36.752941 36.066667 36.133334 35.819608 33.062746 27.447059 | 37.058824 37.509804 36.815687 36.850981 36.592157 33.984314 28.513726 | 37.666667 38.149920 37.474510 37.415687 37.188236 34.764786 29.761961 ;
13.545098 13.894118 15.066667 15.643138 15.678432 15.411765 15.372550 | 15.627451 15.964706 17.152942 17.713726 17.733334 17.392157 17.337255 | 18.152942 18.094118 18.905883 19.349020 19.513726 19.572549 19.523530
24,203922 24.290197 24.788236 27.643138 31.807844 33,572549 31.121569 ] 25.803922 25.980393 26.600001 29.541177 33.768628 35.619608 33.227451 ] 23.819608 24.090196 24.847059 28.172550 32.827452 35.039216 32.913726
32.443138 30.980393 29.156863 28.478432 27.368628 25.913726 23.968628 | 34.047059 32.678432 30.752942 29.917648 28.650981 27.113726 25.509805 ] 34,443138 32.847059 30.807844 29.831373 26.454902 26.788236 24.729412 |

“G-channel output - B-channel output

R-channel output -

Convolution Operation Implementation



NEUROMORPHIC COMPUTING

The human brain can correctly identify images seen for as little as 13 milliseconds, Whereas training
a CNN with 5-layer network using a data set of 1000 observations takes almost 5 minutes for one
iteration.

Basic Unit ~10 ~100 Bilion Neurons
Billion Transistors ~100 Trillion Synapse
Processing Mode Serial & Parallel Massively Parallel
Power Consumption ~100 Watts ~20 Watts
Input Output for 1-3 ~1000
each unit
Signalling Mode Digital Analog

Computer Vs Brain




NEUROMORPHIC COMPUTING

AUTONOMOUS DRONE COCKATIEL PARROT

Brain Navigates and learns unknown
CPU/GPU Controller Pretrained to fly Power: 50mwW environments at 35km/h
Power: 50mW between known gates

Can learn to speak English Can learn to manipulate cups for
words drinking

Source: A.Loquerciq E. Kaufmann, Ranft] A. DosovitskiyV. Koltun and DScaramuzzdDeep Drone Racing: From Simulation to Reality
With Domain Randomization," iEEE Transactions on Robwtiks6, no. 1, pp.-14, Feb. 202@loi: 10.1109/TR0.2019.2942989.




NEUROMORPHIC COMPUTING

GPU CPU + GPU for hand
Multicore Parallel held devices and
Serial Computation Computation other applications

Multiple core's integrated Multicore parallel functionality

. . i + Energy hungry data transfer
with on-chip memories

* Limited memory bandwidth

Instruction feteh

CP U_ (CIIIIIN Main
e Memory
Prishsivisisivivhe Memory Bottleneck is a
_ — lestructiontaich — problem that is inherent to Von
2::':':' :f« GPU Neumann Architecture.

Computation

Neuromorphic Computing  Datatranster

Computing system timeline




NEUROMORPHIC COMPUTING

Algorithms

Programmable
Hardware

Truly Brain-Derived Algorithm

Deep Learning Spiking Algorithms

Hybrid Analog-Digital Unknown Future (3D
Neuromorphic Architecture, novel Devices,...)

*

Current Research Interest

GPUs Spiking Neuromorphic




NEUROMORPHIC COMPUTING

Processor | Developer

Disadvantages

Loihi 2 Intel 2021
TrueNorth IBM 2004
SpiNNaker University

of Manchester
2018
DYNAP-SE INI Zurich
2018

Configuration Power Advantages
Consumption
130,000 artificial neurons,130 23.6 pJ per synaptic Digital ASIC at 14 nm.
million synapses, 4,096 cores. operation FinFET,
4096 cores with 256 26 pl per
programmable Synaptic Operation.
simulated neurons, 268 Digital ASIC at 28 nm.
million synapses each
57,600 100 W and an air- More flexible. 130
ARMS9 processors, 1,036,800 conditioned environ nm process technology
cores and over 7 TB of RAM. ment
1024 neurons, 64K synapses (12- 17 pl per Mixed signal 180 nm CMOS.
bit CAM) synaptic operation Hybrid analog/digital
circuits for synapse
and neuron.

Neuromorphic Processors

Large
Area occupied due to
Digital Implementation

SNN
emulation without
on-chip learning

Energy Inefficient as
it consumes 100 W
of power.

Area Overhead




NEUROMORPHIC COMPUTING

Power Hungry

Neuromorphic Computing Sequential
Efficient Parallel
o Analog Simulation
Digital Hardware
Spiking Plastic
Von Neumann .
Dynamic o chastic Rigid

Clocked
Static Exact

Von NeumannVs Neuromorphic  Computing




NEUROMORPHIC COMPUTING

Resel_En

Ydd

'Ci MiI1
T3

x for RRAM1 isset to 5 nm

Rrramy = 50 MQ (High Resistance State) Input Spike

L

14
M 15|

RRAN lR el Block

(iii)

.|
{ 4@%

Rrranz = 1.3 KQ (Low Resistance State)

Energy/spike = 1.5 x10%> RRAMI

Integrate and
Fire operation

(i

2,

Vout I | I | | | Output Spike

Pulse propagation to other
in netw )

(ii)

Z

neuron in ng 1]
y M M4 M6 - Julu)
ratic
M7 —
RRAM2 |:| =

Self resetting I&F neuron




NEUROMORPHIC COMPUTING

o
n

Voltage (V)
(=)

—V

S
__Analog reset control
(T4)
Digital reset control

(Reset_En) from Delay D2
—OQutput pulse block
Refractory
annn(] “— period

Output Spike —

Reset Enable in
digital
Implementation

[

—_

Control signal

Negative voltage at Vs when _
reset voltage is applied

4 5

Time (S)

Publication Year Platform Neuron Energy per
Model spike(J)
[5] 2018 PCMO IF 4.8x 1012
[6] 2020 SGFBPF LIF 0.25x 1012
[7] 2020 FBFET IF 59 x 1015
(8] 2020 PDSOI MOSFET IF 3.2x10%
[9] 2021 DG-JLFET LIF 1.14 x 1022
[10] 2021 CMOS IF 0.135x 1012
Proposed 2023 RRAM IF 1.5x 10"

Work

Spiking Frequency

0.44 MHz — 0.8 MHz
150 kHz
20 kHz

150 kHz

200 MHz
0.2 kHz

277 kHz —3 MHz

External
RESET

Yes
No
No

Yes

No
No

No




NEUROMORPHIC COMPUTING

Proposed Synaptic Architecture Comparison with contemporary architectures




